04. Passwords

=

Blase Ur and Mainack Mondal
April 41, 2018
CMSC 23210/ 33210

' THE UNIVERSITY OF Security, Usahility, & Privacy
</ CHICAGO

Education & Research




=3

e gt ... LIULUIGIE W ® & &~ | 5
W . - —_ ..-‘m_o-

e Yyt ==

"'"—-:".\‘—

é 5183h55 __..,

= ....am___;.:.-._g;

.‘2 s;essma e
~flower  SOCCEr

passwurd,

| = £ 123%‘878



Google security exec: 'Passwords are dead'

SPEGKII le's Heather Adk 1 DeyC 5 10 secure

COMPUTERWORLD

Yahoo wants to kill the Russian credential theft shows why the password is
password one text message at | |dead

theguardian
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Why Passwords?

* Familiar to people

* Nothing to carry

* Difficult to coerce

« Easy to deploy, revoke, and replace



Threats to Password Security

* Online attack against live system



Threats to Password Security

* Online attack against live system
— Rate-limiting

4 & | & Twitter, Inc. [US]|https://twitter.com

Yikes! We need you to wait for a bit before trying to login again.

To control abuse, we limit the number of attempted logins per hour.

sit this help article

Please try again in 60 minutes.

y Home ’ Moments ea Twits Q Have an account? Log in«




Threats to Password Security

* Online attack against live system
« Attack against password-protected file
« Offline attack against stolen database

Linked [f}

SONY.

ASHLEY MADIS&N®




Anatomy of an Offline Attack

« Attacker compromises database
— hash("Blase”) =

$2a$04$iHdEgkI681VADMc3f7edau9phRwORVhYjqWAIb7hb4B5uFJOlgdzi

» Attacker makes and hashes guesses
* Finds match = try on other sites

Bugzilla 5@ i Iﬂ

Taobao.com




Problem 1: Absurd Advice

Carnegie Mellon University

Password Requirements

Must Contain

s At |least 8-characters.

#« At least one uppercase alphabetic character (e.qg., 4-7).

#« At least one lowercase alphabetic character (e.q., a-z).

« At least one number (e.qg., 0-9).

« At least one special character (e.qg., [J~1@#§%~&*()?<>./_-+=].

Cannot Contain

¢« Known information (i.e., first name, last name, Andrew userID, date of birth, 2-digit
Carnegie Mellon ID number, S5N, job title).
+« Four or more occurrences of the same character (e.qg., aaaa, 2222, al23a345a678a).*
« A word that is found in a standard dictionary.®
(after removing non-alpha characters).

*This requirement does not apply to Andrew account passwords
that are more than 19 characters in length (e.qg., passphrase).

Additional Policies

+ Last five passwords cannot be used.
+ Cannot be changed more than four times in a day.




Problem 2: Inaccurate Feedback

‘ Password1! E
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Problem 3: Unhelpful Feedback

X Please enter a stronger password.

X Please enter a stronger password.

11




Impact of password meters
Modeling password cracking

Password perceptions
Neural-network-based guessing

Building a data-driven meter

=" football
angels

' lovel

= sunshine

basketball



Meters’ Security & Usability Impact

Password

Blase Ur, Patrick Gage Kelley, Saranga Komanduri, Joel Lee, Michael Maass, Michelle
Mazurek, Timothy Passaro, Richard Shay, Timothy Vidas, Lujo Bauer, Nicolas Christin,
Lorrie Faith Cranor. How Does Your Password Measure Up? The Effect of Strength
Meters on Password Creation. In Proc. USENIX Security Symposium, 2012. 13



Meters Are Ubiqguitous

Brilliant

Password Strength

Paszeowaord strength: Strong

Strong

Weak

Weak

w Password could be more secure

14




Test Meters’ Impact

 How do meters impact password security?

 How do meters impact usability?
— Memorabillity
— User sentiment
— Timing

* \What meter features matter?

« 2,931-participant online study



Baseline Password Meter
LiveMail

Create a password

Account Password

A strong password helps prevent unauthorized access to your email account.

Type new password: |sss+|
8-character minimum; case sensitive

Password strength: Bad. Consider adding an uppercase letter or making your password longer.

Retype new password: |
-~ Make my password expire every 72 days.

[_A‘Save _- |

©2012 Carnegie Melion University Terms Privacy Developers

16



Visual Differences

Type new password:

Baseline meter

Three-segment

Green

Tiny

Huge

No suggestions

Text-only

|useniX|

8-character minimum; case sensitive

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair.

Fair. Consider adding a digit or making your password longer.

17



Type new password:

Baseline meter

Three-segment

Green

Tiny

Huge

No suggestions

Text-only

Visual Differences

|useniX|

8-character minimum; case sensitive

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair. Consider adding a digit or making your password longer.

Fair.

Fair. Consider adding a digit or making your password longer.

18




Scoring Differences

Type new password:

Baseline meter

Half-score

One-third-score

Nudge-16

Nudge-Comp8

B )

8-character minimum; case sensitive

Excellent!

Poor. Consider adding a different symbol or making your password longer.
]

Bad. Consider adding a different symbol or making your password longer.

Poor. Consider making your password longer.

Excellent!

19



Key Results

« Stringent meters with visual bars
Increased resistance to guessing

* Visual differences did not significantly
Impact resistance to guessing

* No significant impact on memorability



Modeling Password Cracking

Blase Ur, Sean M. Segreti, Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor, Saranga
Komanduri, Darya Kurilova, Michelle L. Mazurek, William Melicher, Richard Shay.
Measuring Real-World Accuracies and Biases in Modeling Password Guessability. In
Proc. USENIX Security Symposium, 2015.

21




Password-Strength Metrics

« Statistical approaches

— Traditionally: Shannon entropy
— Recently: a-guesswork

» Disadvantages for researchers
— Usually no per-password estimates

— Huge sample required
— Not real-world attacks



Parameterized Guessabillity

 How many guesses a particular cracking
algorithm with particular training data
would take to guess a password

23



7d@mesb0nd007!

Guess # 366,163,847,194

24



n(cSJZX! zKc™"bIAX"N

Guess # past cutoff



Guessabillity in Practice

26



Guessabillity in Practice
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Single Cracking Approach

How Does Your Ps
The Effect of Strength M

Adaptive Password-Strength Meters
from Markov Models

ky for an Entire University

I, Timothy Vidas, Lujo Bauer,

Claude Castelluccia

Measuring
g : Modern Password Cr4
Saranga K¢

ool an optir

The Florida State University
DigiNole Commons

Electronic Theses, Treatises and Dissertations The Graduate School

6-8-2011

Analyzing Password Strength and Efficient

l)‘[’lV\AYn - {ﬂ -1‘~l';-\.v
- s

L & .‘lrnc;l d

)13

1

When Privacy meets Secur
Leveraging personal information fo
cracking

M, Diirmunth!. A, Chanbane®, D Perito?, and C. (

Rule-Usneversity Bocliim
sarkus. doersuth@reb . de
* INRIA, Fronee

firntnase lantnansadinria f» |

ABSTRACT

To encouraee Amne nassworde svetem admimaraton em

Can Long Passwords Be Secure and Usable?

Richard Shay, Saranga Komanduri, Adam L. Durity, Phillip (Seyoung) Huh, Michelle L. Mazurek,

Sean M. Segreti, Blase Ur, Lujo Bauer, Nicolas Christin, and Lorrie Faith Cranor

Camegie Mcllon University
Pittsburgh, PA
{rshay, sarangak, adurity, phuh, mmazurek. ssegreti, bur, Ibauer, nicolasc, lorrie } @ cmu.edu

circumstances more secure than a conventional “strong™ pol-
ey 121. 221 However the balance between secunty and us-



Default Configuration

Of Passwor On The Ecological Validi
Measuring the Effect of Pa

Sascha Fahl, B!ar&an Harbach!.“w
sable Security an X .
vorsity ré Improving Text Passwords Through Persuasion

smitl

Alain Forget'=, Sonia Chiasson'#, P.C. van Qorschot’, Robert Biddie:
'School of Computer Science & ‘Human Oriented Techrology Lab

A Study of User Password Strategy for Multiple Accounts Careton University, Ottawa. Canada
- {aforget, chiasson, paulv)@scs.carleton.ca, robert_biddle@carleton.ca
S M Taiabul Hagque Matthew Wright Shannon Sdelzo -‘I‘v;n I
Dapartment ol G ]

Uriversity of Texas al
Adington TX USA

eresh03@gmal
o The Tangled Web of Passwq From Very Weak to Very Strong:
S e P b e Analyzing Password-Strength Meters

Anupam Das*, Joseph Bonneau', Matthew Caesar®, Nikita Bons|

*University of Hinois at Urbama-Champaig Xavier de Cameé de Camavalet and Mobammud Manman
ddacid il 1 Concordsa Institute for laformaton Systesus Engineenng
Cooxordia Universzy, Mootreal, Canadi

o 1CIC hternational @MW1 ISSN 13404195
U Vo b3 - The Florida State University

DigiNole Commons

PASSWORD CRACKING BASED ON LEARNED PATTERNS
FROM DISCLOSED PASSWORDS Electronic Theses, Treatises and Dissertations The Graduate School

HsIEN-CHENG CHOU', HUNG-CHANG Leg?, HwaAn-JEU YU', FEI-PEI LAar
Kvo-HSUAN HUANG! AND CHIR-WEN HSUER' 682011

'Departmese of Computer Seisoe und Tnformation Engloesting

e Stk T Uk . o Analyzing Password Strength and Efficient

Natianal Tarwars Univensity
No 1. Section 4. Roosevelt Road, Taiged 10617, Talwan

AO0RRI00E W Oeato o w; ocgitoOmiod net in Password Cmcking

Departinent of Information Mmagement

) Shiva Houshmand Yazdi
wi City 26137, Thiwa Florida State University

Timane Viiver
No. 161, Yiogelman Road, Tamsui Dist
T




Questions About Guessability

1) How does guessability used in research
compare to an attack by professionals?

2) Would substituting another cracking
approach impact research results?



Approach

4 password sets 8 5 approaches

password

iloveyou hashcat

£ 123 advanced
eamo password

v recovery

passwordpassword
1234567812345678
11@2#354%576&7*8 ———
iLov3you! “ ®)
10aZ2W@x
@
eteworal orelLogic
12345678asDF ECURITY

'qlglgqlglglg




Key Results

« Configuration is critical
« Considering single approach insufficient
— Multiple approaches proxy for pros

* Analyses of password sets robust
— More granular analyses not robust



Per-Password Highly Impacted

33



Per-Password Highly Impacted

 JTR guess # 801 @
PdsswOrd!

34




Per-Password Highly Impacted

 JTR guess # 801 J%@

» Not guessed in 10** PCFG guesses

35




Per-Password Highly Impacted

 JTR guess # 801 @

» Not guessed in 10** PCFG guesses

36



Password Guessabillity Service

» Guessabillity of plaintext passwords

asdfF1234#
P@sswOrd!
Qwertyuilop!l

—)

https://pgs.ece.cmu.edu

|

"Guess #", "Password"
"127188816", "Qwertyuiop!1l"
"1853004462", "asdfF123#"
"2251762491", "P@sswOrd!"

37




The Art of Password Creation

Blase Ur, Saranga Komanduri, Lujo Bauer, Lorrie Faith Cranor, Nicolas Christin, Adam
L. Durity, Phillip (Seyoung) Huh, Stephanos Matsumoto, Michelle L. Mazurek, Sean
M. Segreti, Richard Shay, Timothy Vidas. The Art of Password Creation: Semantics,
Strategies, and Strategies. Image Creative Commons by Lasya J on Flickr.



Reverse-Engineering Passwords

~Cowscomehom?3

amazon mechanicalturk™

Artificial Artificial Intelligence

“till the cows come home”



Key Results

* Character substitutions both infrequent
and predictable

* Words and phrases frequently used
— Wikipedia excellent source of training data

« Composition policy detrimental for some



Understanding Password Creation

flower SOGGEr

verpool |

{7 prinGess

= =

football

angels ;
basketha

Blase Ur, Fumiko Noma, Jonathan Bees, Sean M. Segreti, Richard Shay, Lujo Bauer,
Nicolas Christin, Lorrie Faith Cranor. “l Added ‘!" at the End to Make It Secure”:
Observing Password Creation in the Lab. In Proc. SOUPS, 2015. 41



Understand Origin of Passwords

LEFTbrown8!

42



Understand Origin of Passwords

LEFTbrown8!

Please create a new password for your news account.



Understand Origin of Passwords

LEFTbrown8!

Please create a new password for your news account.



Understand Origin of Passwords

LEFTbrown8!

Please create a new password for your news account.



Key Results

* Important misconceptions
— Digits and symbols
— Keyboard patterns
— Dictionary words

* Misallocation of effort in password creation




Perceptions of Password Security

flower SOGGEr

verpool |

{7 prinGess

= =

football

angels ;
basketha

Blase Ur, Jonathan Bees, Sean M. Segreti, Lujo Bauer, Nicolas Christin, Lorrie Faith
Cranor. Do users’ perceptions of password security match reality? In Proc. CHI, 2016.

47



Perception vs. Reality




Compare actual strength
of passwords to users’
perceptions



Measuring Perceptions

* Online study
— Compensated $5 for ~30 minutes

» 165 participants from Mechanical Turk
— Age 18+, live in United States
— Median age 33
— 49% female, 51% male
— 16% CS or related degree or job
— 4% student/professional in computer security



Study Tasks

1. Evaluating password pairs



Study Tasks

1. Evaluating password pairs

pessuOzd

p@sswOrd Q Q Q Q Q Q Q pAsswOrd

much more much more
secure secure



Study Tasks

1. Evaluating password pairs

pessuOzd

p@sswOrd Q Q Q Q Q Q Q pAsswOrd

much more much more
secure secure



Task 1 Hypotheses

« 25 common characteristics, e.g.,
— Capitalization
— Letters vs. digits vs. symbols
— Choice of words and phrases



Task 1 Hypotheses

« 25 common characteristics, e.g.,
— Capitalization
— Letters vs. digits vs. symbols
— Choice of words and phrases
* Created 3 pairs per hypothesis
— Randomly chose 1 pair per participant



Task 1 Hypotheses

« 25 common characteristics, e.g.,
— Capitalization
— Letters vs. digits vs. symbols
— Choice of words and phrases

* Created 3 pairs per hypothesis
— Randomly chose 1 pair per participant

— At least one password per pair from (o, o



Study Tasks

1. Evaluating password pairs
2. Rating selected passwords



Study Tasks

1. Evaluating password pairs
2. Rating selected passwords

Please rate the security of the following

password: rolltide
Q Q QO O @ ®

Please rate the memorability of the

following password: rolltide
Q Q O @) ® ®




Study Tasks

1. Evaluating password pairs
2. Rating selected passwords
3. Rating creation strategies



Study Tasks

1. Evaluating password pairs
2. Rating selected passwords
3. Rating creation strategies

4. Describing attackers
— Who, why, how



Results

1. Evaluating password pairs

4. Describing attackers



Evaluating Password Pairs

1loveyougds leatkaleds



Evaluating Password Pairs

1loveyougds leatkaleds




Evaluating Password Pairs

1loveyougds leatkaleds




Evaluating Password Pairs

1loveyougds leatkaleds

|

4,000,000,000 x
more secure!



Evaluating Password Pairs

brooklynlo6 brooklynqgy



Evaluating Password Pairs

brooklynlo brooklynqgy




Evaluating Password Pairs

brooklynlo brooklynqgy




Evaluating Password Pairs

brooklynlo6 brooklynqgy

|

300,000 x
more secure!



Ways People Were Wrong

» Overstated security benefits of:
— Digits
— Character substitutions (e.g., a2> @)
— Keyboard patterns (e.g., 1gaz2wsx3edc)

* Did not recognize common words/phrases



Many Ways People Were Right

« Capitalize letters other than the first
» Put digits and symbols in middle, not end
* Use symbols rather than digits
* Avold:
— Common first names

— Words related to account
— Years and sequences



If perceptions of many
Individual characteristics
are correct, then why do

people make bad
passwords?



Perceptions of Attackers




Perception: How Many Guesses?



Perception: How Many Guesses?

« 2 guesses (Min)



Perception: How Many Guesses?

« 2 guesses (Min)
 100,000,000,000,000,000,000,000,000,

000,000,000,000,000,000,000,000,000,
000,000 guesses (Max)



Perception: How Many Guesses?

« 2 guesses (Min)

 100,000,000,000,000,000,000,000,000,
000,000,000,000,000,000,000,000,000,
000,000 guesses (Max)

* 34% < 50 guesses (manual attack)



Perception: How Many Guesses?

« 2 guesses (Min)
 100,000,000,000,000,000,000,000,000,

000,000,000,000,000,000,000,000,000,
000,000 guesses (Max)

* 34% < 50 guesses (manual attack)
* 67% < 50,000 guesses (small-scale)



Perception: How Many Guesses?

« 2 guesses (Min)
 100,000,000,000,000,000,000,000,000,

000,000,000,000,000,000,000,000,000,
000,000 guesses (Max)

* 34% < 50 guesses (manual attack)
* 67/% < 50,000 guesses (small-scale)
* 7% = 1014 guesses (large-scale)



Reality: How Many Guesses?



Reality: Small-Scale Guessing



Reality: Small-Scale Guessing

« Targeted guessing by someone you know



Reality: Small-Scale Guessing

« Targeted guessing by someone you know
« Automated attack by a stranger



Reality: Small-Scale Guessing

« Targeted guessing by someone you know

« Automated attack by a stranger
— Online: 1 - 1,000,000 guesses



Reality: Large-Scale Guessing



Reality: Large-Scale Guessing

* Against stolen database of passwords



Reality: Large-Scale Guessing

* Against stolen database of passwords
* Against password-protected file



Reality: Large-Scale Guessing

* Against stolen database of passwords
» Against password-protected file
« 1,000,000 guesses (best practices)



Reality: Large-Scale Guessing

* Against stolen database of passwords
* Against password-protected file

« 1,000,000 guesses (best practices)

* 1014 or more (common reality)



Perception Reality

Small-scale Small-scale...
67% = 50,000 ...and large-scale

> 1014 guesses



Conclusions



Conclusions

* Perceptions of individual characteristics
— Often consistent with current attacks
— Some crucial differences



Conclusions

* Perceptions of individual characteristics
— Often consistent with current attacks
— Some crucial differences

* Huge variance in perceptions of attackers



Conclusions

* Perceptions of individual characteristics
— Often consistent with current attacks
— Some crucial differences

* Huge variance in perceptions of attackers
* Current user feedback Is insufficient



Better Password Scoring

o B o I > B .

William Melicher, Blase Ur, Sean M. Segreti, Saranga Komanduri, Lujo Bauer, Nicolas
Christin, Lorrie Faith Cranor. Fast, Lean, and Accurate: Modeling Password
Guessability Using Neural Networks. In Proc. USENIX Security Symposium, 2016.
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Better Password Scoring

* Real-time feedback
* Runs entirely client-side
* Accurately models password guessabillity

N
|

96



Generating Passwords

97



Generating Passwords

PaSSW === 0 Or maybeOorOor...

98



Generating Passwords

PASSW sl

Next char is:
A:
B:
C:

O:

/.
0:

3%
1%
0.6%

55%

0.01%
20%

1. ...

99



Generating Passwords

“wr

Prob: 100%

—>

Next char is:
A: 3%
B: 2%
C: 5%
O: 2%
Z: 0.2%
0: 1%
1:
END: 2%

100



Generating Passwords

Next char is:
A: 3%
B. 0
Prob: 100% 0: 2%
Z: 0.2%
0: 1%
1:
END: 2%

101



Generating Passwords

IIC” '

Prob: 5%

102



Generating Passwords

Next char is:
A: 10%
B: 1%
C: 4%
uCn q
Prob: 5% O: 8%
Z: 0.02%
0: 3%
1:
END: 6%
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Generating Passwords

B /0

C: 4%
Prob: 5% O: 8%

Z: 0.02%

0: 3%

1:

END: 6%
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Generating Passwords

IICAI)
Prob: 0.5%

Next char is:
A: 3%

B: 10%
C: 7%
O: 1%

Z: 0.03%
0: 2%

1:
END: 12%

105



Generating Passwords

Next char is:

. 0

B: 10%

C:
{o'\: C—

Prob: 0.05% O: 1%
Z: 0.03%
0: 2%

1:

E

ND: 3%

106



Generating Passwords

IICAB” '

Prob: 0.05%

Next char is:
A: 4%

B: 3%

C: 1%

O: 2%

Z: 0.01%
0: 4%

1:
END: 12%

107



Generating Passwords

Next char is:
A: 4%
B: 3%
C: 1%
{o\: Cp—
Prob: 0.05% O: 2%
Z: 0.01%
0: 4%

1: l||

108



Generating Passwords

IICABH
Prob: 0.006%

109



Generating Passwords

CAB- 0.006%
CAC- 0.0042%
ADD1 - 0.002%
CODE - 0.0013%

110



Design Space

* Model size: 3mb (browser) vs. 60mb (GPU)

* Transference learning

— Novel password-composition policies
* Training data

— Natural language
* (Many others)



Method

* Test on many password sets
* Monte Carlo methods to estimate guess #



Results

20%:-

Percent guessed
N
3
o~

10" 10% 10710'“10"310'%10"%102210%5
Guesses
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Results

20%:-

Percent guessed
N
3
o~

10" 10* 10"10"°10™10"%10"%10%%10%°
Guesses
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Results

1®]
)
)
N
)
-
@)
A
C
@
O
o
alk

10" 10% 10710'“10"310'%10"%102210%5
Guesses
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Results

e,
[,

7,

o

O

g)

- More

-

Q accurate
D guessing
al

10" 10% 10710'“10"310'%10"%102210%5
Guesses
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Neural Networks Guess Better

100%:- MinGuess
L= Ne u ral

- , S Markov

D

2 50%: 4 /

g ,:/7//

d‘f 25%:- JTR
Hashcat

0%:

10" 10* 10710"°10'310'810%102%10%®
Guesses
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Neural Networks Guess Better

100%- * Rj/llnGuess
o eural
Markov
? 759 /
) IO /
D
-
2 50%
o
O
O 25% JTR
Hashcat
0%:-

10" 10* 10710"°10'310'810%102%10%®
Guesses
118



Neural Networks Guess Better

100%:- MinGuess
Lo #I/.Negral
- S Markov
% 75%- T
D
-
O 50%:
o
O
d‘f 25% - JTR
Hashcat
0%:-

10" 10* 10710"°10'310'810%102%10%®
Guesses
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Neural Networks Guess Better

100%- * Rj/llnGuess
o eural
Markov
? 759 /
) IO /
D
-
2 50%
o
O
O 25% JTR
Hashcat
0%:-

10" 10* 10710"°10'310'810%102%10%®
Guesses
120



Larger Model Not Major Advantage

1class8 Large
o 1class8 Small
B 90%:-
7
g
300%
=
()]
O
ke 30%:-
0%-

10" 107 10" 10" 10%
Guesses .



Browser Implementation

 Start with smaller model
* Quantize parameters
* Lossless compression

* Pre-compute inexact mapping of
probabllities - guess #

 Cache intermediate results
« <Imb, ~ 17/ms per character




Intelligibility

123



Building a Data-Driven Meter

Username i
Your password is very easy to guess.
m Don’t use dictionary words (Why?)
Password (password)
Mypassword123 m Capitalize a letter in the (Why?)
oS middle, rather than the first
Show Password & Detailed Feedback ¢ character
: B Consider inserting digits into  (Why?)
Confirm Password the middle, not just at the end

A better choice: My123passwoRzd

How to make strong passwords

Blase Ur, Felicia Alfieri, Maung Aung, Lujo Bauer, Nicolas Christin, Jessica Colnago,
Lorrie Faith Cranor, Henry Dixon, Pardis Emami Naeini, Hana Habib, Noah Johnson,
William Melicher. Development and Evaluation of a Data-Driven Password Meter. In
Proc. CHI, 2017.



We desighed & tested a meter with:
1) Principled strength estimates

2) Data-driven feedback to users

footbal
angels

lovely

= = sunshine

r -
: B

basketball



r—
ad
p—

—_—

= sunshine

footbal
angels

basketball



2) Data-driven feedback to users

o = football
= angels

= 1= sunshine

—

basketball



Provide Intelligible Explanations

UnicOrns

Don't use simple Capitalize a letter in the
transformations of words or| |middle, rather than the first
phrases (unicorns - character

UnicOrns)

» 21 characteristics
* Weightings determined with regression

128



designed

footbal
angels

lovely

= sunshine

—

basketball



Main Screen...

Create Your Password

Username

T Don't reuse a password from another
account! Why?)

Password Your password must:

] Contain 12+ characters

e

Show Password [J | « Use 3+ of the following: uppercase
letters; lowercase letters; digits;

o B

How to make strong passwords

130




...ohows Requirements

Create Your Password

Username

i asa Don’t reuse a password from another
account! Why?)

Password Your password must:

] Contain 12+ characters

Show Password [J |« Use 3+ of the following: uppercase
letters; lowercase letters; digits;
symbols

How to make strong passwords

131



...Emphasizes Avoiding Reuse

Create Your Password
Username
T Don't reuse a password from another
account! Why?)

Password Your password must:

] Contain 12+ characters

e

Show Password [J | « Use 3+ of the following: uppercase
letters; lowercase letters; digits;

o B

How to make strong passwords

132




...Provides Abstract Advice

Create Your Password

Username

i asa Don’t reuse a password from another
account! Why?)

Password Your password must:

] Contain 12+ characters

Show Password [J | « Use 3+ of the following: uppercase
letters; lowercase letters; digits;
symbols

How to make strong passwords

133




After Requirements Are Met...

Create Your Password

Username Your password could be better.
blase

W Don’t use dictionary words or
words used on Wikipedia

Password . : : S S
m Consider inserting digits into  (Why?)

.............. ity
Show Password & Detailed Feedback | m Consider making your Why?)

password longer

Confirm Password aa Your Pasaword

With Our Improvements

W How to make strong passwords




...Displays Score Visually

Create Your Password

Username Your password could be better.
blase

W Don’t use dictionary words or
words used on Wikipedia

Password Tt : o o e
m Consider inserting digits into  (Why?)

the middle
| m Consider making your

password longer
Confirm Password Baa Your Baasverd
With Our Improvements

m How to make strong passwords




...Provides Text Feedback

Create Your Password

Username Your password could be better.

blase m Don't use dictionary words or

words used on Wikipedia

Password : , : e e
m Consider inserting digits into  (Why?)
.............. ‘he rriddle
Show Password & Detailed Feedback | m Consider making your

password longer

Confirm Password

See Your Password
With Our Improvements

m How to make strong passwords




...Gives Detall (Password Shown)

Create Your Password

Username Your password could be better.
blase

W Don’t use dictionary words
(Unicorn) or words used on
Password Wikipedia (Crypto)

CryptoUnicorn3| m Consider inserting digits into  (Why?)

the middle, not just at the end
Show Password & Detailed Feedback #

m Consider making your
password longer than 14

1 C o\
Confirm Password characters

A better choice: C3ryptoUniCorn®

m oW to make strong passwords




...Offers Explanations

Create Your Password

Username Your password could be better.

blase m Don’t use dictionary words

(Unicorn) or words used on
Password Wikipedia (Crypto)

CryptoUnicorn3|

m Consider inserting digits into
the middle, not just at the end

Show Password & Detailed Feedback ¢
m Consider making your

password longer than 14

1 C o\
Confirm Password characters

A better choice: C3ryptoUniCorn®

m How to make strong passwords




Explanations Shown in Modal

Ways to Improve Your Password

CryptoUnicorn3

Show Password & Detailed Feedback #
A better choice: C3ryptoUniCorn@

Your password could be better.

M Don't use dicttonarv words (Unicorn) or words used on W:klpedta (Crypto)

vare that automatically ¢

ly found in dictionaries, wordlists

M Consider inserting digits into the middle, not just at the end

38% of people also put dig the end of the

password

M Consider makmg your password longer than 14 characters
In recent years, attackers have gotten much better at gues
under 16 characters

How to make strong passwords

S5ing passwords
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tested a meter

football playboy
angels :
. . basketball

lovely

= 1= sunshine =

—



Evaluation

« 2-part online study
1) Create password; survey; recall password

2) Recall password; survey

* 4,509 Mechanical Turk participants
— Between-subjects
— Full-factorial design along three dimensions



Dimension 1: Composition Policy

« 8+ characters (1class8)

password

« 12+ characters, 3+ classes (3classl12)

Passwordl?234
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Dimension 2: Stringency

e Low
e Medium
* High
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Dimension 2: Stringency

!

* Low 10% guesses
 Medium 10° guesses
« High 108 guesses
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Dimension 2: Stringency

! ]

* Low 104 guesses 10° guesses
 Medium 10° guesses 10 guesses
» High 108 guesses 10 guesses
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Dimension 3: Feedback
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No Feedback

Create Your Password

Username

blase

Password

Show Password & Detailed Feedback !

Confirm Password




Bar Only

Create Your Password

Username

blase

Password

Lo

Confirm Password




Public (Non-Sensitive) Feedback

Create Your Password

Username Your password could be better.

plase MW Don't use dictionary words or (Why?)
words used on Wikipedia

Password

m Consider inserting digits into  (Why?)
the middle

Show Password & Detailed Feedback | m Consider making your
password longer

Confirm Password s Vour Dassword
With Our Improvements

m How to make strong passwords




Standard Feedback

Create Your Password

Username Your password could be better.
blase

W Don’t use dictionary words
(Unicorn) or words used on
Password Wikipedia (Crypto)

CryptoUnicorn3| m Consider inserting digits into  (Why?)

the middle, not just at the end
Show Password & Detailed Feedback #

m Consider making your
password longer than 14

1 C o\
Confirm Password characters

A better choice: C3ryptoUniCorn®

How to make strong passwords




Standard Feedback

Create Your Password

Username Your password could be better.

Saies W Don’t use dictionary words (Why?)

(Unicorn) or words used on
Password Wikipedia (Crypto)

CryptoUnicorn3|

A

m Consider inserting digits into  (Why?)
the middle, not just at the end

Show Password & Detailed Feedback #

m Consider making your {Why?)

password longer than 14
characters

A better choice: C3ryptoUniCorn®

How to make strong passwords

Confirm Password




Standard Feedback

Create Your Password

Username Your password could be better.
blase

m Don’t use dictionary words (Why?)
(Unicorn) or words used on

Wikipedia (Crypto)

A better choice: CBryptoUmCorn@

(SAS A
password longer than 14
characters

A better choice: C3ryptoUniCorn@

Continue
- How to make strong passwords

Confirm Passwo




Standard, No Suggested Improvement

Create Your Password

Username Your password could be better.
blase

W Don’t use dictionary words (Why?)
(Unicorn) or words used on
Password Wikipedia (Crypto)

CryptoUnicorn3| m Consider inserting digits into  (Why?)

the middle, not just at the end
Show Password & Detailed Feedback ¢

m Consider making your
password longer than 14
characters

m How to make strong passwords

Confirm Password




Standard, No Bar

Create Your Password

Username Your password could be better.
blase

W Don’t use dictionary words (Why?)
(Unicorn) or words used on
Password Wikipedia (Crypto)

ChyploUnicorns m Consider inserting digits into  (Why?)
the middle, not just at the end
OW Passwor etailed Feedback

m Consider making your
; password longer than 14
Confirm Password characters

A better choice: C3ryptoUniCorn®

m How to make strong passwords




Measure Password Guessabillity

60% -

Percent guessed

00/0 7

AN
o
B

N
o
2

16"

10°

10°

107
Guesses

10°

16“

16‘3 16‘5
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Measure Password Guessabillity

60% -

40% -

Percent guessed

N
o
>

0% -

16"

10°

10° 107
Guesses

10° 10"

16" 16"
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Measure Password Guessabillity

A
<Q
o~

Percent guessed

20%

10" 10* 10> 10° 10 10Y 16 16"
Guesses
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Measure Password Guessabillity

Passwords
harder to
guess

Percent guessed

10" 10 16 10° 40° 16™ 16 16"
Guesses
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Measure Password Guessabillity

60% - 1c8-None

40% -

Percent guessed

20% -

00/0 7

10" 10* 10> 10° 10 10Y 16 16"
Guesses
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Feedback - More Secure Passwords

60% - 1c8-None
1c8-Bar-M

©
@ 40% -
n
O
=
e))
I=
)
o
CGL’ 20% -

0% -

10" 10 16 10° 40° 16™ 16 16"
Guesses
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Feedback - More Secure Passwords

60% - 1c8-None
1c8-Bar-M
©
@ 40% -
n 1¢c8-Std-M
O
=
e))
I=
)
o
CQL’ 20% -
0% -

10" 10 16 10° 40° 16™ 16 16"
Guesses
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Feedback - More Secure Passwords

60% - 1c8-None
1c8-Bar-M
©
© 40% -
8 1c8-Std-M
S
o 3c12-None
g 3c12-Bar-M
L 20%- 3c12-Std-M
= f "
0% -

10" 10* 10> 10° 10 10Y 16 16"
Guesses
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Usability Results

* Feedback did not significantly impact
password memorability

* More feedback = more difficult, annoying
 All features had value for some participants



Feedback - More Secure Passwords

https://github.com/cupslab/password meter

* Help us improve the meter
e Demo: https://cups.cs.cmu.edu/meter
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