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Participants, ethics, and deception
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Participants (1)

• Recruit people to do something remotely 

(e.g., online)

• Recruit people to come to your lab

• Recruit people to let you into their “context”

• Observe people (if possible, get consent! If 

not possible, consider necessity of design)
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Participants (2)

• What recruitment mechanisms?

– Craigslist, flyers, participant pools, 

representative sample, standing on street

• How do you compensate them?

– Ethics of paying $0.00 vs. $10.00 vs. $100,000

• How do you get informed consent?

• What happens to their data?

• Prior knowledge / “what” are they?
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Ethics

• How do we protect participants?

– What risks do we introduce?

• Is there a less invasive method that would 

give equivalent insight?

• IRB is one arbiter of ethics; experimenters 

themselves are another crucial arbiter

• How do we make sure participation is 

voluntary throughout the experiment?
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Deception

• Do we mind if participants know precisely 

what is being studied?

– Sometimes, it’s crucial that we observe their 

organic responses in context

• What “deception” or “distraction” task can we 

introduce?

• How do we debrief people at the end?
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Institutional Review Board (IRB)

• Is it research? Are there human subjects?

• Full review vs. expedited vs. exempt

• Fill out and submit protocol

– Include all study materials (e.g., surveys)

– Include recruitment text and/or poster

– Leave plenty of time
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What to submit to an IRB

• Full consent form (use UChicago model)

• All scripts, survey questions, instructions

• Recruitment plan

• Recruitment materials

– Don’t emphasize compensation

• Information about how data will be handled

– Password protection, encryption, etc.

– Meetings to discuss
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Survey design
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Overall survey considerations

• How do we distribute it?

• How long should it be?

• One-time survey? Longitudinal survey?

• Will you use personalized data?

• What will participants learn?

– What can we randomize to minimize this?

• Can we randomize the answer choices?
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Are all answer options covered?

• With whom do you regularly share posts on 

social media?

– Family

– Friends

• Allow multiple answers?

• Include “other” option (write-in)?

• Do we care about previous use?
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Are all answer options covered?

• I connect to Facebook over HTTPS

– True

– False

• What about “I don’t know”?
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Are we biasing the answer?

• Strangers seeing your Facebook posts 

would cause you grave privacy concern.

– Strongly agree

– Agree

– Neither agree nor disagree

– Disagree

– Strongly disagree
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How will responses be distributed?

• For how long have you had Facebook?

– Less than one day

– Between one day and one week

– More than one week
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Should we force an answer?

• What gender are you? (* required)

-Female   -Male

• What gender are you?

-Female   -Male   -I prefer not to answer

• With what gender do you identify?

-Female   -Male   -Non-binary    -I prefer to self-

describe___   -I prefer not to answer
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Likert-scale data?

• Respond to the following statement: 

Companies collect too much private data.

– 7: Strongly agree

– 6: Agree

– 5: Somewhat agree

– 4: Neutral

– 3: Somewhat disagree

– 2: Disagree

– 1: Strongly disagree



17

Likert-scale data?

• I feel that companies collect too much private 

data.

– 7: Strongly agree

– 6: Agree

– 5: Somewhat agree

– 4: Neutral

– 3: Somewhat disagree

– 2: Disagree

– 1: Strongly disagree
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What demographics do we collect?

• Tech expertise, age, domain knowledge, 

gender, location, employment, etc.

• Don’t ask people to self-rate expertise

– Ask questions with concrete answers

– e.g., Have you earned a degree in, or held a job 

in, computer science, IT, or…

– Include a knowledge test if you want to know 

about expertise

• Consider why you are collecting this info
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Analyzing Qualitative Data
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Qualitative Coding

• Many different approaches

• Key goal: capture themes in data

• Often, but not always, develop codebook 

containing themes observed

• For robustness, another person follows the 

codebook and independently codes data

– Agreement metrics include Cohen’s Kappa
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Anonymity and Journalists
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Why is anonymity valuable? Or not?
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Techniques for (some) anonymity

• Encrypt everything

• Use Tor to communicate

• Off-the-record (OTR) messaging

• Don’t use services that track you
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Virtual Private Networks (VPNs)
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Overview of Tor

• The Onion Router (Tor)

– Onion routing introduced by U.S. Naval 

Research Labs ~ 20 years ago

– Dingledine, Matthewson, Syverson introduced 

Tor in a USENIX Security paper in ‘04
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How Tor works (graphics from EFF)
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How Tor works (graphics from EFF)
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How Tor works (graphics from EFF)



29

How Tor works
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What does Tor protect against?
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What does Tor NOT protect against?
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Threats Against Tor

• Vulnerabilities in the protocol

• Vulnerabilities in the implementation

• Adversaries controlling large parts of the 

network and analyzing traffic/timing

• Vulnerabilities on the user’s end

– E.g., old version of Firefox

• Human error on the part of the user

• Not enough users! (no hiding in the crowd)
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Tor warnings
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Making anonymity usable (example)

• Tor browser bundle

• TAILS (The Amnesic Incognito Live System)

• OTR (off-the-record) messaging tools
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Why Johnny Can’t Blow the Whistle

• Identify stop-points in Tor Browser Bundle

• Highlight the security reason behind delays

• Combine Vidalia control window & browser

• Change icon

• Direct users to the right OS version
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Guides to leaking and protesting

• https://www.nytimes.com/newsgraphics/201

6/news-tips

• http://www.theglobeandmail.com/technolog

y/the-paranoid-computer-users-guide-to-

privacy/article18928710/

• https://ssd.eff.org/en/module/attending-

protests-united-states

https://www.nytimes.com/newsgraphics/2016/news-tips
http://www.theglobeandmail.com/technology/the-paranoid-computer-users-guide-to-privacy/article18928710/
https://ssd.eff.org/en/module/attending-protests-united-states
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NY Times’s leak instructions
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Huffpost’s leak instructions
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