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From Single User to Multi User

Single User

4
iPhone X, macOS High Sierra - apple.com



From Single User to Multi User

Single User Multi User
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Smart Home

Vendors Still Treat It The Old Way!
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What level of access do you 
want to give “John”?

Guest

Owner

?



Please Enter Your Password:
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Nest Learning Thermostat 
nest.com



Please Enter Your Password:
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Home IoT Devices
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“Play music!”
“Order me a puppy!”

Icon made by Those Icons, Smashicons, Vectors Market from www.flaticon.com

http://www.flaticon.com/


Just to Summarize…
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Traditional Devices Home IoT

A Single User Multiple Users

With Keyboard & Screen Often Without Keyboard & Screen

Device-level Access Control Capability-level Access Control



Research Goals

We conducted a user study to…

• Map desired access-control policies for home IoT devices

• How policies vary by relationships and capabilities

• Identify potential default policies
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Method
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Before Implementing the Survey…

• What do relationships and capabilities mean for home IoT?
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6 Relationships
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Icons made by Vectors Market from www.flaticon.com

24 Relationships 6 Relationships

• Your Spouse

• Your Teenage Child

• Your Child in Elementary School

• A Visiting Family Member

• The Babysitter

• Your Neighbor

https://www.flaticon.com/authors/vectors-market
http://www.flaticon.com/


22 Capabilities
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1)

2)
Icon made by Those Icons, Smashicons, Vectors Market from www.flaticon.com

https://www.flaticon.com/authors/those-icons
https://www.flaticon.com/authors/smashicons
https://www.flaticon.com/authors/vectors-market
http://www.flaticon.com/


22 Capabilities
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Order Online

Live Video

Mower Rule

Lights Rule

Answer Door

1)

2) 3)
Alexa - amazon.com, Nest Cam - nest.com, Ring Doorbell - thewirecutter.com, Husqvarna Automower - husqvarna.com, Hue - philips.com



User Study

Imagine you are the owner of a <smart device>.

Using this device, some users can access the following feature:

<capability>.

When should <relationship> be able to use this feature?
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• Always • Never• Sometimes

6x



User Study

Imagine you are the owner of a Smart Voice Assistant.

Using this device, some users can access the following feature:

Make online purchases (e. g., on Amazon) on a shared household account.

When should your spouse be able to use this feature?
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• Always • Never• Sometimes



Are Relationships and Capabilities Enough?
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5 pm – 6 pm 12 am – 1 am

TVTV TVTV

LG Smart TV – lg.com; Icons made by Freepik and Pixel Buddha - CC 3.0 BY



Research Goals

We conducted a user study to…

• Map desired access-control policies for Home IoT Devices

• How policies vary by relationships and capabilities

• Identify potential default policies

• What contextual factors affect the user's decision?
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User Study
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Imagine you are the owner of a Smart Voice Assistant.

Using this device, some users can access the following feature:

Make online purchases (e. g., on Amazon) on a shared household account.

When should your spouse be able to use this feature?

• Always • Never• Sometimes



User Study
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• When should they have access to this capability?

• When should they not have access to this capability?
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Results



425 Participants
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54% Male

46% Female

CS 19%

Age
25-34 47%

44%
Home IoT Device

Icon made by Those Icons, Smashicons, Vectors Market from www.flaticon.com

https://www.flaticon.com/authors/those-icons
https://www.flaticon.com/authors/smashicons
https://www.flaticon.com/authors/vectors-market
http://www.flaticon.com/


Results

Relationship

Capability
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Given one particular capability, what access-control policy should be set up for whom?

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities

Desired Access-Control Policy

Order Online

Play Music

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Order Online

Play Music

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor



Comparison Between Capabilities
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Ordering Online

Playing Music

Order Online

Play Music

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Order Online

Play Music

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Order Online

Play Music

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Icon made by Alexander Madyankin, Roman Shamin, Echo Plus with built-in Hub – Black - www.amazon.com

http://evil-icons.io/


Capabilities Within One Device

Answer Doorbell Delete Lock Log
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Delete Lock Log

Answer Door

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Amazon Key - www.amazon.com



Spouse Can Do Almost Everything
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Access Control Preference for Different Relationships/Capabilities
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Neighbor Can Do Nothing
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Other Relationships Are More Complex
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Access Control Preference for Different Relationships/Capabilities
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“At 16 they would be able to pick their 

own things to buy but the final 

purchase should be ultimately my 

choice and need my authorization.”
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“They are in no way responsible 

enough at this age.”

“At 16 they would be able to pick their 

own things to buy but the final 

purchase should be ultimately my 

choice and need my authorization.”



Relationships Matter…But Are Not Enough
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Relationships Matter…But Are Not Enough
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What does sometimes mean?
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Contextual Factors



Factor: Time of Day

“I would not want anyone trying to use the mower at 
night. The neighbors would most likely get mad.”
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Seriously?!

Icon made by Freepik from www.flaticon.com

https://www.flaticon.com/authors/freepik
https://www.flaticon.com/


Factor: People Around
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“They would be allowed to use it whenever I am home with them.”

Child



Factor: Location of User

“Why do you need to use it if you aren’t close?”

38

Why not play 
some music?

What is 
going on???



Factor: Location of Device
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“If it is used in the bedroom then it would matter who has access.”

bedroom-21 - ffooty.com



Factor: Explicit Permission
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Can I…?

“When they are authorized by the owner.”



Factor: Consequences
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Factor: Responsible Usage

42Icon made by Freepik from www.flaticon.com

“They shouldn't use the lights if they are using them too frequently.”

http://www.freepik.com/
http://www.flaticon.com/


Factor: Understanding
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“I would need to teach her how to first.”

? ? ? Child



Factor: Help
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“If they want to come over to mow the lawn, then why not?”

Family Member

Icon made by Freepik from www.flaticon.com

Thank you!!!

http://www.freepik.com/
http://www.flaticon.com/


Recap: Missing From Current Systems
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Relationships

Capabilities

Contextual Factors
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Design Implications



Current: Guest vs. Owner
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Smart Home

What level of access do you 
want to give “John”?

Guest

Owner
Smartphone Icon – pixabay.com



Future: Designing for Relationships
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Smart Home

Adding a new user:

is
spouse
teenage child
young child
visiting family member
babysitter
neighborSmartphone Icon – pixabay.com



Future: Designing for Relationships
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Smart Home

Adding a new user:

is
spouse
teenage child
young child
visiting family member
babysitter
neighborSmartphone Icon – pixabay.com



Future: Designing for Relationships
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Smart Home

Adding a new user:

is a young child

Next
Smartphone Icon – pixabay.com



Smart Home

Future: Relationships and Capabilities
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Voice Assistant

Lights

Thermostat

Default Settings for a Young Child

Smartphone Icon – pixabay.com



Future: Relationships and Capabilities
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Smart Home

Default Settings for a Young Child

Voice Assistant

With permission, allowed to
play music

Never allowed to
order onlineSmartphone Icon – pixabay.com



Current: Full Access or Temporary Access

53TimeTec Admin Guide-Airbnb with Smart Lock - www.timetecsecurity.com/



Future: Contextual Factors
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Smart Home

People Around

Your young child can have access

when
I’m around
I’m not aroundSmartphone Icon – pixabay.com



Future: Device Context

Smart Home

Is your camera an…

Indoor Camera Outdoor Camera
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Smartphone Icon – pixabay.com
Indoor Camera – homesecurity.ml
Blink XT Add On Camera - blinkforhome.com



Future: Device Location

Smart Home

Is your camera placed in…

Living Room Bedroom
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Smartphone Icon – pixabay.com
Living room – raidwarning.net
bedroom-21 - ffooty.com
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Relationships Determine
Default Policies

Capability-Based
Access-Control Policies

Support Context-
Dependent Policies

Weijia He, Maximilian Golla, Roshni Padhi, 
Jordan Ofek, Markus Dürmuth, Earlence
Fernandes, Blase Ur

Rethinking 
Access Control and Authentication 
for the Home Internet of Things



Fairness and Machine 
Learning

Galen Harrison

Julia Hanson
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1. Why does this matter? 

2. What is machine learning? 

3. Why should we be worried about whether or not it's fair? 

4. What are some techniques for making machine learning fair?













What is Machine Learning?

• Problem


• There is some unknown function


• Examples 

f : A → B
A = {pictures}, B = {is face}

A = {chess board}, B = {optimal move}



What is Machine Learning?

• Can’t find f directly, but have examples of 


• Can approximate f  

•        could be pixels of picture

•  in income prediction (age, education, …)

( ⃗a , f( ⃗a ))

⃗a



Linear Regression



Regression
“Most machine learning is actually regression” - Someone

Key idea: find the right ⃗w = (w1, w2, …, wk)

Such that 
n

∑
i=1

(w ⋅ xi − yi)2



Other Machine Learning 
Techniques

• Logistic regression


• Support Vector Machines (SVM)


• Deep learning (aka neural networks)



Key Questions

• These will be more relevant later!


• Does the type of model applied to the problem matter? If 
so, when?


• When does the machine learning problem matter?


• What, if anything, makes the use of data for ML different 
from other ways of making decisions? 



Returning to Compas

Propublica reporting on Northpointe risk assessment tool



Risk Assessments
• Risk assessments = Predictive algorithms


• In bail hearings: “will this person commit a crime or fail to 
appear in court?” 

• At sentencing: “will this person commit crime in the 
future?”


• Theoretical goal: reduce the number of individuals 
behind bars before trial without increasing risk to the 
public



Returning to Compass
Current criminal charges Criminal attitudes

Criminal history Neighborhood safety

Substance abuse Criminal history of friends and 
family

Stability of employment Quality of social life

Personality Education and behavior in school

137 questions, 10 topics

No questions about sensitive features!



Consider the following

PPV =
TP

TP + FP

FPR =
p

1 − p
1 − PPV

PPV
(1 − FNR)

Chouldechova 2016, Kleinberg et al. 2016



One Problem

• If p differs between two groups, then equal PPV implies 
differing FPR rates

FPR =
p

1 − p
1 − PPV

PPV
(1 − FNR)



Other ways bias can arise

• Pre-existing bias


• Individual - individual people within system design, 
implementation, use are biased


• Societal - society as a whole has biases (e.g. a loan 
system that uses zip codes, reinforcing redlining)

Friedman and Nissenbaum, 1996



Other ways bias can arise

• Technical Bias


• Computer tools


• Decontextualized algorithms


• Random number generation


• Formalization of human constraints

Friedman and Nissenbaum, 1996



Other ways bias can arise

• Emergent Bias


• New Societal Knowledge


• Mismatch between users and system


• Different expertise


• Different values

Friedman and Nissenbaum, 1996



Another perspective

A Mulching Proposal CHI 2019, May 2019, Glasgow, Scotland, UK

Social andprofessional topics→Age; •Applied computing→Consumer health;Metabolomics
/ metabonomics; Agriculture;

KEYWORDS
algorithmic critique; algorithmic analysis; computer vision; dystopia; fairness; accountability; trans-
parency; ethics

ACM Reference Format:
Os Keyes, Jevan Hutson, and Meredith Durbin. 2019. A Mulching Proposal: Analysing and Improving an Algorith-
mic System for Turning the Elderly into High-Nutrient Slurry. In Proceedings of ACM CHI Conference on Human
Factors in Computing Systems (CHI 2019). ACM, New York, NY, USA, 10 pages. h�ps://doi.org/10.475/123_4

ALGORITHMIC CRITIQUE AND HCI
As algorithmic systems have become more widely deployed in critical social domains, a range of
concerns have arisen about how such systems might create unjust and harmful outcomes. These
concerns have—in areas as varied as child welfare policy and cancer treatment—o�en been vali-
dated [11, 23, 29, 32].
In response, researchers have developed a range of standards by which to evaluate and critique

algorithmic systems. These include not only academic proposals, such as the "Principles of Accountable
Algorithms", [10, 24] but also proposals from major technology companies [8, 25, 31]. One shared set
of values these standards o�er can be summarised by the principles of the "Fairness, Accountability
and Transparency" (FAT) [9, 12, 18, 21] framework. This says that algorithmic systems should, to be
ethical, be:

(1) Fair : lacking biases which create unfair and discriminatory outcomes;
(2) Accountable: answerable to the people subject to them;
(3) Transparent : open about how, and why, particular decisions were made.

By assuring these conditions are met, we can rest easy, threatened no more by the possibility of an
algorithm producing harmful outcomes.

HCI’s response to this work has been to dive into unpacking these principles’ meaning, and develop
mechanisms with which theymight be a�ained.We have developed new transparency approaches [26],
explored user perceptions of fairness [17], and directly "audited" algorithms to identify whether they
are biased [5, 6, 28].

But these studies are o�en external, undertaken by researchers who are not directly engaging with
the algorithm’s developers. As a consequence, researchers have a limited ability to directly correct
any problems they find and test their proposed solutions. In addition, studies o�en only tackle one
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part of the FAT framework, focusing exclusively on (for example) transparency or fairness, rather than
taking a systemic view of these principles.
In this paper, we document an algorithmic analysis which was undertaken in collaboration with

the system’s developers, seeking to ensure that design followed the principles laid out in the FAT
framework. We believe that our work makes for an interesting case study in HCI engagement with
industry. HCI researchers concerned about algorithmic ethics might use our experience as a basis for
more e�icacious and holistic engagement with the systems they are studying.

FIELD SITE

Figure 1: A publicity image for the project,
produced by Logan-Nolan Industries

Logan-Nolan Industries (LNI) is a large multinational with a range of interests, from so�ware de-
velopment to mining. Recognising a gap in the market created by multiple ongoing crises—namely,
the aging population in Western society, and the likely reduction in arable farmland due to climate
change—they developed a program in which elderly people are rendered down into a fine nutrient
slurry, directly addressing both issues. Elderly volunteers (or "mulchees") are provided with generous
payments for their families before being rendered down and recombined with other chemicals into a
range of substitutes for common foodstu�s, including hash browns (Grandmash™), bananas (Nanas™)
and bu�er (Fauxghee™).

Promisingly remunerative early trials led LNI to seek to expand—but there are only so many possible
volunteers. It seems that, despite the clear benefit the program o�ers humanity, many are reticent
to be rendered. In an e�ort to move past this, LNI has developed a new, automated approach. An
algorithm, provided with vast amounts of social media and communications data, identifies subjects
with low levels of social connectivity, partially using a HCI-developed algorithm for approximating
"social credit" [30]. Photographs of subjects who fall below a certain connectivity threshold are then
run through a computer vision system which identifies those who appear to be above the age of 60.
Once a person is classified as both old and unloved, their information is dispatched to a network
of patrolling unmanned aerial vehicles (UAVs) that—upon spo�ing a person who is present in the
database—obtain them and bring them to the nearest LNI processing centre.
LNI consulted informal focus groups on this proposal. The company was surprised to find that

possible participants responded quite negatively to the idea. LNI’s expert geriatric gustatologists thus
reached out to us, seeking our expertise in order to resolve the anxiety of both their consumers and
those to be consumed. We were a�orded full access to the development team and process, including
contact with senior managers, in order to ensure our feedback could be directly implemented. The
result is an interesting (and certainly unique!) case study in algorithmic systems design.

A Mulching Proposal, Keyes et al. 2019



Key Questions

• What is the specific problem that we’re trying to solve?


• How much responsibility does the data scientist/machine 
learning developer have for the broader effects of their 
work?


• Should we be concerned with fairness per se? Or is 
justice/control/equity a better framing?



Possible solutions

• Technical


• Design


• Regulatory



Individual Fairness

Idea: treat similar people in a similar manner

d2(M(x), M(y)) ≤ d1(x, y)

M : V → Δ(A), d1, d2 metrics in V and Δ(A) respectively

Fairness Through Awareness, Dwork et al. 2011

What intuitions does this encode? What might be some 
problems?



Disparate Impact

• Equal Employment Opportunity Commission interprets to 
say that that if a facially neutral test selects a group at 
80% of the rate for other groups, then it is discriminatory 
according to Title VII of the Civil Rights Act § 2000e-2(a)
(2)


• Generalize to Pr(C = 1 |X = 0)
Pr(C = 1 |X = 1)

≤ τ

Certifying and Removing Disparate Impact, Feldman et al. 2014



Process Fairness
• Idea: Some features may be fair to use, others may not be


• Base feature use fairness through a survey


• Examples


• Current charges


• Criminal History: self


• Criminal History: social circle


• Education and school behavior Human Perceptions of Fairness in 
Algorithmic Decision Making: A Case 
Study of Criminal Risk Prediction, 
Grgić-Hlača et al. 2018



Questions? Comments?



Additional Resources

• ACM Conference on Fairness Accountability and 
Transparency (ACM FAT*) https://fatconference.org/


• FAT/ML http://www.fatml.org/


• Social Media Collective Critical Algorithm Studies 
Reading List https://socialmediacollective.org/reading-
lists/critical-algorithm-studies/

https://fatconference.org/
http://www.fatml.org/
https://socialmediacollective.org/reading-lists/critical-algorithm-studies/
https://socialmediacollective.org/reading-lists/critical-algorithm-studies/
https://socialmediacollective.org/reading-lists/critical-algorithm-studies/



